IHamMaTka 0 0e30IMACHOCTH B CeTH

Ypok 6e30macHOro MHTEpHETa (CChUIKA)
Marepuaiisl 111 pabOThI C POJUTEISAMHE 110 Oe30macHOCTH B IHTepHEeTe (CChLIKa)

Jlura Ge3omacHoctu MHTEpHETA (CCBLIKA)

IlamMaATKA M0 0€30IACHOCTH B HHTEPHETE

C Kax1pIM I'OI0M MOJIO/IEXKH B HHTEPHETE CTAHOBUTHCA OOJIbIIIE, A IIKOJIBHUKN OJJHH U3 CaMbIX aKTUBHBIX I0JIb30BaTenei Pynera. Mexny tem,
[IOMHMO OTPOMHOTO KOJIMYECTBA BOZMOKHOCTEM, MHTEPHET HECET U MPOoOJIeMbl. DTa aMATKa JOJKHA IOMOYb TeOe O€30I1aCHO HaXOAUTHCS B CETH.

KomnbroTepHble BUPYCHI

KomMmmbroTepHslii BUPYC — 3TO pa3HOBUAHOCTh KOMITBIOTEPHBIX IPOrpaMM, OTIIMUUTENBHON 0COOEHHOCTBIO KOTOPOH SBJISIETCS CIIOCOOHOCTD K
pasMHOXKEHHUI0. B 1onoHeHne K 3TOMY, BUPYChl MOT'YT MOBPEIUTH UM MOJHOCTHIO YHUUTOXKHUTH BCe (haiflyibl U TaHHBIE, TOJIKOHTPOJIbHBIE
10JIb30BATENI0, OT UMEHH KOTOPOTO ObUIa 3amyllieHa 3apak€HHas IporpaMMa, a TakyKe MOBPEAUTh UITH J1aXKe YHUUTOXKUTH ONEPAllMOHHYIO CUCTEMY CO
BceMH (paiiimaMu B 11es10M. B O0NIBIIMHCTBE CllydaeB paclpoCTPaHSIOTCS BUPYChl Yepe3 HHTEPHET.

Metoabl 3a1IUTHI OT BPEAOHOCHBIX IPOrpamMMm:

e lcnonb3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UIMEIOIINE CEPE3HBIN YPOBEHB 3aAIIUTHI OT BPEJOHOCHBIX POTpamM;

e TlocTosiHHO ycTaHaBiMBall mauT (LUQpPOBBIE 3aIIATKH, KOTOPbIE ABTOMAaTUYECKH YCTAaHABIIMBAIOTCS C LENbIO 10Pa00TKH MPOTrpamMMbl) U
Jpyrue 0OHOBIIEHUS CBOEH omnepalimoHHOM cucTteMbl. CkaunBail MX TOJIBKO ¢ OQHUIMAIBHOTO caiiTa pazpadorurka OC. Ecau cymecTByer
PEXHUM aBTOMATHYECKOro 0OHOBIJIEHHUS, BKIIFOUH €T0;

o Paboraii Ha cBOeM KOMITbIOTEPE MO paBaMHM MOJIb30BATENs, a HE aAIMUHUCTPATOPA. DTO HE MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTrPaMM
MHCTAJJTUPOBATHCS HA TBOEM MEPCOHATILHOM KOMITBIOTEPE;

o Vcnonp3yii aHTUBHPYCHBIE IPOTPAMMHBIE TPOTYKTHI U3BECTHBIX MPOU3BOAUTENEH, C aBTOMAaTHUYECKUM OOHOBJIEHHEM 0a3;
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e Orpanunub GU3NUECKUN JOCTYN K KOMIBIOTEPY 11 HOCTOPOHHUX JIMIL;

e Vcnonp3yii BHEIIHUE HOCUTENHN HHPOPMALIUHU, TaKKUE KakK (IelKa, TUCK WK (ais U3 MHTEpHEeTa, TOJIbKO U3 IPOBEPEHHBIX HCTOYHHUKOB;

o He oTtkpsiBaii KOMIIBIOTEpHBIE (aAiiIb, TOTYYEHHBIC U3 HEHAEKHBIX HCTOYHUKOB. Jlaxe Te (aiisipl, KOTOpbIe MPUCIal TBOM 3HAKOMBIN. Jlyuiie
YTOYHHU y HEro, OTIIPABJISI JIM OH TeOe uX.

Cern WI-FI

Wi-Fi - aT0 He Bua nepenaun TaHHBIX, HE TEXHOJIOTHS, a BCEro JInIb OpeHn, mapka. Emie B 1991 rony HuaepiaaHackas KOMIIAHUS 3aperuCTpUpoBaa
opern «WECA», uro o603naqano cinoBocouetanne «Wireless Fidelity», KoTopbIil mepeBoanTCS Kak «OecIpoBOIHAS TOYHOCTEY. Jl0 HAIero BpeMeHH
Jonuia Ipyras abopeBuaTtypa, KOTopas sABJIsIeTCs TaKoM ske TexHoorue. 1o abbpeBuatypa «Wi-Fin. Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha
CTaHIapT BBICIINI 3ByKOBOH TexHuku Hi-Fi, 94To B mepeBojie 03HaUaeT «BBICOKAsI TOUHOCTH.

Ja, 6ecruiaTHBINM HHTEPHET-AO0CTYII B Kae, OTEISAX | adpONopTax sSBIISIETCS OTIMIHON BO3MOKHOCTBIO BBIX0O/Ia B HHTEpHET. HO MHOTHE IKCIIepPTHI
CUMTaloT, 4To ob1enoctynusie Wi-Fi cetu He sSBisitoTcst 6€30MacHBIMHU.

CoBeTbl 110 6€30NMaCHOCTH padoTe B 001IENOCTYHBIX ceTsax Wi-fi:

o He nepenagaii cBoro nunHyto nHdpopmaruto yepes oduienocrynusie Wi-Fi cetn. PaboTast B HUX, jkelnaTesbHO HEe BBOJUTH MApOJIN AOCTYIA,
JIOTUHBI 1 KaKUC-TO HOMCEPA,

e Vcnonp3yii 1 0OHOBIISIH aHTUBUPYCHBIE TPOrpaMMBbl U OpaHaMay3ep. Tem caMbIM Thl 00e30macHIlb ce0sl OT 3aKauKi BUpyca Ha TBOE
YCTPOWCTBO;

o IIpu ucnons3oanuu Wi-Fi otkmoun Gpynkiuio «O6muii foctyn k ¢aitnam u npuntepam». JlanHast QyHKIHS 3aKpbITa 110 YMOITYAHHIO, OTHAKO
HEKOTOpBIE MOJIb30BATEIMN aKTUBUPYIOT €€ JUIsl y100CTBa UCIIOJIb30BaHMsI B paboTe uiu yueoe;

o He ucnone3yit nyoanunsiit WI-FI s nepenaun TUYHBIX JaHHBIX, HAIPUMED JJIS BBIXOJIa B COLIMANIBHBIE CETH WIIM B AJIEKTPOHHYIO TOYTY;

e Hcnonb3yii Tonbko 3amuienHoe coenquuenne yepe3 HTTPS, a e HTTP, T.e. npu Habope BeO-aapeca BBoau UMEHHO «https://»;

o B MoOunbHOM Tenedone otxitoun pynkiuro «llogkmouenue k Wi-Fi aBromatuueckny. He normyckaif aBToMaTH4eCKOT0 MOIKIIOYESHUS
ycTporicTBa k ceTsim Wi-Fi 6e3 TBoero cormacusi.

ConmajabHBIE CETH

ConuanbHbIe CETH aKTUBHO BXOJISIT B HAIly KM3Hb, MHOTHE JIFOJIM PabOTAIOT U KUBYT TaM TMOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUIIuapa
YeNOBEK, UTO SIBISIETCS OJHOM CeIbMOM BCeX KHUTeNeH miaHeThl. MHOTHE MOJIb30BaTeNU HE MOHUMAIOT, 9YTO HH(GOpMAIIUs, pa3MelIeHHas UMH B
COIMATBHBIX CETSIX, MOXKET OBITh HalJIeHA M MCIIOJb30BaHa K€M YrOAHO, B TOM YHCIIe HE 00s13aTebHO ¢ OJ1aruMu HAMEPECHUSIMH.
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OCcHOBHbBIE COBETHI 10 0€30IIACHOCTH B COIMUAJIBHDBIX CETAX:

e OrpaHuub CIMCOK JIpy3el. Y TeOs B APY3bAX HE JOIDKHO OBITh CIYyYalHBIX M HE3HAKOMBIX JIFOJICH;

e 3amminai cBOIO 4acTHYIO *kH3Hb. He ykaspiBail nmaposiu, TenedoHsl, agpeca, JaTy TBOETO POXKACHUS U IPYTYIO JIMYHYIO HH(OPMAIHIO.
3M0yMBIIIICHHUKH MOTYT UCIOJIb30BaTh J1a)ke HHPOPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUITAHUPYETE MIPOBECTH KAHUKYIIBI;

e 3amminai cBOIO peryTalulo - IepKU €€ B YMCTOTE U 3a/1aBail cede BOIPOC: XOTe Obl Thl, YTOOBI IpYTHe MOIb30BATEIN BUAEIH, YTO ThI
3arpyxaemb? [Tomgymaii, mpex/e 4eM 4To-TO OIMyOJIMKOBATh, HAIMCATh U 3arPy3UTh;

o Eciu TbI roBOpHIIB C JIOBMHU, KOTOPBIX HE 3HACIb, HE UCIIOJIB3YHl CBOE pealbHOE UMl U APYT'YIO JIMYHYI0 HHPOPMALUU: UMsl, MECTO
KHUTEIbCTBA, MECTO yueObl U IIpoUee;

o U30eraii pazmerienus gororpaduii B IHTepHeTe, Iie Thl U300paXKeH Ha MECTHOCTH, 110 KOTOPOIl MO’KHO ONPEAEIUTh TBOE MECTOINOI0KEHUE,;

o [lpu perucrpanmu B CONUAILHON CETH HEOOXOIMMO UCTIONB30BATh CIOYKHBIE TAPOIH, COCTOSINE U3 OYKB U U(P U ¢ KOTUIECTBOM 3HAKOB HE
MeHee §;

e Jlyis cOManbHOM CETH, TIOUTHI U APYTHX CAWTOB HEOOXOAMMO HCIIOIB30BATh Pa3HbIe nmapoyu. Toraa ecnu Te0s B3IOMAIOT, TO
3JI0YMBIIJIEHHUKY TOJIy4aT JOCTYI TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

OJIEKTPOHHBIEC NEHBIU
DNEeKTPOHHBIE JEHBIY — ATO OYEHb YAOOHBIN CIIOCO0 MIaTeXKEN, OJTHAKO CYIIECTBYIOT MOLLIEHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3TU JEHbIU.

3JI€KTpOHHI>I€ ACHBI'U MMOABHUIIMCH COBCEM HCAABHO U UMCHHO M3-3a 3TOI'0 BO MHOTUX IroCyAapCTBax A0 CUX IMOP HC IMPOIMMCAHO PO HUX B 3aKOHAX. B
Poccuu xxe oHn (I)YHKLII/IOHI/IPYIOT N O HUX YK€ IIPOIMUCAHO B 3aKOHC, I'/IC UX Pa3JACIIAIIOT Ha HCCKOJIbKO BU/I0OB — dHOHUMHBIC 1 HC aHOHUMHBIC. Paanua
B TOM, YTO aHOHHMMHBIC - 3TO TC, B KOTOPBIX pa3pCiIacTCsa MPOBOAWUTE OIICpallun 0e3 I/IIIGHTI/I(i)I/IKaIII/II/I IIOJIB30BATCIIsA, @ B HCAHOHUMHBIX
PI,Z[eHTPI(bHKaLIPIH MOJIB30BATEIS SABISCTCS 00sS3aTEILHOM.

Taxoke crnenyer pa3nnyarh 3JIEKTPOHHbIE (pUaTHBIE IeHbIU (paBHBI TOCYAAPCTBEHHBIM BATIOTaM) U JIEKTPOHHBIE He(pUaTHBIE IEHbIU (HE PABHBI
roCy/1IapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI O 0€30NMaCHON padoTe ¢ ITEeKTPOHHBIMH IEHbTAMM:

o [TlpuBsoku K cueTy MOOMIIBHBIN TenedoH. DTO caMblil yIOOHBIN M OBICTPBIN CIOCO0 BOCCTAHOBUTH JIOCTYI K cueTy. IIpuBsi3annblil Tenedon
TTOMOJKET, €CJIM 320y 1elb CBOM TIIATSKHBIN MApOJTh WM 3al/IeITh Ha CAUT ¢ HE3HAKOMOTO YCTPOIMCTBA;

o Hcnons3yit oqHOpa3oBble napouu. [locie nepexonia Ha yCUIICHHYIO aBTOPU3ALIUIO TeOe ke He OyJIeT yrpokaTh OMacHOCTh KPaXkH WIIH
nepexBara IUIaTeXHOro Maposis;

o Bribepu cnoxusIif naposs. [Ipectynaukam OyAeT He MPOCTO yrajiaTh CIOXKHBIN Maposb. HajexHble maponyu — 3TO Mapoiu, KOTOpble
coJiepKaT He MEeHee 8 3HAKOB M BKJIIOYAIOT B ¢€0s1 CTPOYHBIE U IPOMUCHBIE OYKBBI, IU(PPbI U HECKOJIBKO CHMBOJIOB, TaKHE KaK 3HAK J10JJ1apa,
¢byHTa, BOCKIMIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

e He BBOIM cBOUM JMUHbIE JaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSEIIb.
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OneKTpOoHHasl I1oYTa

DJICKTPOHHAS T0YTa — 3TO TEXHOJIOTHUS M MPEAOCTABISIEMBIC €0 YCIYTH 110 TIEPEChUIKE U MOJYUCHHUIO ICKTPOHHBIX COOOIICHH, KOTOPBIC
pacTpeeNsoTcsl B KOMIBIOTEpHOU ceTd. OOBIYHO 3JIEKTPOHHBINA MOYTOBBIN SITUK BBITIISAUT CICIYIOIIAM 00pa3oM:
UMs_TI0JIb30BaTSIII(@uUMS_JToMeHa. Takxke KpoMme rnepeaadd IpoCcToro TeKCTa, KMEETCss BO3MOXKHOCTD TIepeiaBaTh (aiibl.

OcHoOBHbBIE COBETHI 10 0€30MacHOiIi padoTe ¢ JIEKTPOHHOI MOYTOIi:

e Hano BeIOpaTh npaBHIIbHBIN TOYTOBBIN CEpBUC. B HHTEpHETE €CTh OrPOMHBII BEIOOP OECIIIATHBIX MIOYTOBBIX CEPBUCOB, OJHAKO JTYUIIE
JOBEPSATH TEM, KOI'O 3HACIIb U KTO NIEPBBIN B PEUTHHTE;

o He yka3bIBaiil B muHOI ouTe THUHYI0 HHPopManuto. Hanpumep, mydine BeIOpaTh «My3bIKIBbHBINA _(aHaT@» nin «pok2013» BmecTo
«remal3y;

e lcnonb3yii ABYX3TaHYO aBTOPU3ALMIO. DTO KOI'J1a IOMUMO MapoJis HYy>KHO BBOJUTh KO/, IpUChUIaeMblil 1o SMS;

o BriOepu cinoxHbIM naposb. [l KaKa0ro NoYTOBOIO SAIIKMKA JOKEH ObITh CBOW Ha/IeXKHBIHM, yCTOMYUBBIN K B3JIOMY [ApOJib;

o Ecim ecTb BO3MOKHOCTB HAaIIUCATh CAMOMY CBOM JINUHBIN BOIPOC, UCIIOJIb3YH 3Ty BO3MOKHOCTB;

o lcnonb3yil HECKOJIBKO MOYTOBBIX AMMKOB. [IepBBIii U1 YaCTHOM NEPENUCKHU € aipecaTaMy, KOTOPBIM Thl JOBEPSEHIb. DTO MIEKTPOHHBIN aipec
HE HaJI0 UCI0JIb30BaTh PU PErUCTpallui Ha (popymax U caiiTax;

o He oTtkpsIBail (aiinsl 1 Jpyrue BIOKEHUS B MMChbMaXx JIaXKe €CJIM OHU MPUIILIN OT TBOMX Jpy3el. Jlydiie yrouyHH y HUX, OTIIPABIISIIN JIM OHU
Tebe 31U (alibl;

o Ilocne okoHuaHust pabOTHI Ha TOYTOBOM CEpPBHUCE MEpe]] 3aKPHITHEM BKJIAJKHU ¢ CAaTOM He 3a0y/b Ha)kaTh Ha «BbIATHY.

KubepOVIMHT Wi BUPTYAIBHOE HU3JIEBATEIECTBO
KubepOynauHr — mpecieoBaHrue COOOIEHUSIMHU, COASPKAIUMU OCKOPOIICHHUS, arpeCCHI0, 3aIlyTHBaHKE; XYJIUTAaHCTBO; COIIHATLHOE
OOMKOTHPOBAHUE C TTIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIE cOBeThI 10 00pble ¢ KHOepPOyNIMHIOM:
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He Opocaiics B 60ii. JIyumuii crioco6: mocoBeTOBaThCs Kak ceOst BECTH U, €CIIM HET TOT0, K KOMY MOXXHO OOpaTUThCS, TO BHaYaJIe YCIOKOUTHCS.
Ecau T HauHEeIh OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJICHHSI, TO TOJIBKO €I11e OOJIBITIE pa30kKIKeITh KOHMIUKT;,

VYnpasisii cBoeii kubeppernyTanueii;

AHOHUMHOCTB B ceTH MHUMasl. CyIeCTBYIOT CIIOCOOBI BBIAICHUTh, KTO CTOUT 3@ aHOHUMHBIM aKKayHTOM;

He crout Bectu Xynuranckuii 00pa3 BUPTyalibHOM KHU3HH. IHTEpHET (PUKCHPYET BCe TBOM JCHCTBUS U COXPAHSAET UX. Y JaUTh UX OyJeT
KpaiiHe 3aTpyHUTEIbHO;

Cobmro1ali CBOM BUPTYaJbHYIO YECTh CMOJIOAY;

Wrnopupyit enuHuuHbIi Heratus. O1HOPa30Bble OCKOPOUTENbHBIE COOOLIEHUS Ty4llle UTHOPUPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha
HayaJIbHOM CTaJuu;

ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOLIEHUSMH, B COLIMATIBHBIX CETAX €CTh BO3MOKHOCTb OJIOKHUPOBKU OTIPABKH
COOONICHUH C OTPEICTICHHBIX a/IPECOB;

Ecnu 11 cBUAETEND KMOEpOyuIMHTa. TBOM NeficTBUA: BBICTYNIUTh IPOTUB MPECIIE0BaTeNs, I0KA3aTh €My, YTO €ro JeHCTBUS OLIEHUBAIOTCS
HETaTHUBHO, TOAJIEPKATh KEPTBY, KOTOPOU HY>KHA IICUXOJIOTUYECKAst TOMOIIb, COOOIIUTH B3POCIIBIM O (JaKTe arpECCUBHOTO MOBEICHUS B CETH.

MoOwibHBII TeaedhOoH

CoBpemeHHble cMapT(HOHBI U IIAHIIETHI COAEpPkKAT B ce0e BIOJIHE B3POCIbIN (DYHKIIMOHAJ, U TENIEPh OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU
KommnbtoTepamMu. OIHAKO, CPECTB 3aALIUTHI IS TOJOOHBIX YCTPOUCTB MOKA OYEHb Maslo. TeCTUPOBaHUE U MOUCK YA3BUMOCTEH B HUX MPOUCXOJUT HE
TaK UHTEHCUBHO, Kak 71 11K, To ke camoe kacaercs 1 MOOMIIbHBIX MpHiiokeHnH. CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl yKe MPaKTUYECKH JT0THAIU
HACTOJIbHBIE aHAJIOTH, OJTHAKO paclIipeHue (QyHKIMOHaIa BIeYeT 3a COO0M OOJIBIIYIO CIOKHOCTh U MEHBIIYIO 3alUIEHHOCTb. Jlajneko He Bce
IIPOM3BOJIUTEIIN BBITYCKAaIOT OOHOBJICHHUS, 3aKPBIBAIOIIUE KPUTUUYECKUE YA3BUMOCTH Il CBOMX YCTPOMCTB.

OcHOBHbBIE COBETHI JJ1 0€30MaCHOCTH MOOUJILHOTO TeJ'leq)OHai

Huuero He siBsieTcs mo-HacrosiiemMy OecriaTHeIM. bynib ocToposkeH, Beib KOria Tede mpejiararoT OecIuiaTHbI KOHTEHT, B HEM MOTYT OBITh
CKPBITBI KaKHe-TO MJIATHBIE YCIYTH;

Hymaii, npexae yem otnpaButb SMS, ¢hoTo nimm Buaeo. Thl TOUHO 3Haelb, IJ1e OHU OYAYT B KOHEUHOM HTOre?

Heo6xoauMo 0OHOBISATE OMEPAIIMOHHYIO CHCTEMY TBOETO cCMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI 111 MOOMITBHBIX TeNe(OHOB;

He 3arpyxaii npusaokeHust OT HEU3BECTHOTO UCTOYHUKA, BEIb OHU MOTYT COJIEpPKaTh BPEIOHOCHOE MPOTPAaMMHOE 00€CTICUCHHE;

[Tocne TOro Kak ThHI BBIMIEIIH C CaiiTa, T/ie BBOJIWI JHUYHYIO HH(POPMAIIUIO, 3aiiin B HACTPOHKH Opay3epa u ynanu cookies;

[lepunoanuecku mpoBepsii, Kakre TIATHBIC YCIIYTH aKTHBHPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOMIBHOTO Tene(oHa TOIBKO JTOISM, KOTOPBIX ThI 3HAEIIb U KOMY JOBEpSICIIIb;

Bluetooth momken ObITh BBIKITIOUEH, KOT/Ia Thl KM HE MOJb3yelibes. He 3a0bIBaii mHOTIa TPOBEPSITH 3TO.
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Online urpsr
CoBpeMEHHBIC OHJIAMH-UTPBI — 3TO KPaCOYHbIE, 3aXBaTHIBAIOIINE PA3BICUCHUS, 00 TUHSIONINEC COTHH THICSY YEJIOBEK IO BceMy MHUpY. Mrpoku

HCCICOAYIOT IIaHHBII\/JI UM MUp, O6H_IaIOTC$I APyr C APYTOM, BBIIIOJIHAIOT 3aJaHUd, CPAKAOTCA C MOHCTPaMHU U IMOJTy4arOT OIIBIT. 3a YAOBOJILCTBUC OHU
IUIATAT: IOKYHIAaOT AUCK, OIIAYUBAKOT a0OHEMEHT WU an06peTa}0T KaKHC-TO OIIIIHH.

Bce 3t cpenctBa uayT Ha noAAepKaHUe U pa3BUTHE UTPHI, a TAKXKE HA caMy 0€30M1aCHOCTh: COBEPLICHCTBYIOTCS CUCTEMBbl aBTOPU3ALHH,
BBIIIYCKAIOTCSI HOBbIE MaT4M (LU(POBBIE 3aIIaTKH JUIsl IPOTPaMM ), 3aKpbIBAIOTCS YSI3BUMOCTU CEPBEPOB. B M0J0OOHBIX UTpax CTOUT ONAcaThCs HE
CTOJIBKO CBOUX COIEPHHUKOB, CKOJIBKO KPa)kKH TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPU3aLUU OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30IaACHOCTH TBOEro HI'POBOI0 aKKayHTa:

e Ecnm npyroii UTpok BeAeT ce0s MI0XO0 WM CO3/1aeT TeOe HEMPUIATHOCTH, 3a0JIOKUPYH €ro B CITUCKE UTPOKOB;

o [loxanyiics agMUHUCTpPATOPaM UIPHI HA IUIOXOE MMOBEJECHUE ITOTO UTPOKA, HKEJIATEIbHO MPUII0KUTh KAaKHE-TO JOKA3aTeJIbCTBA B BUAE CKPUHOB,;
o He yka3pIBaii nmuunyro nHpopManuio B mpodaiisie urpsr;

e VYBaxall ApyruxX y4aCTHUKOB I10 UTPE;

e He ycranaBnuBaii HeopuIUaIbHbIE TATYU U MOJIBI;

e Hcnonb3yii ciioXHbIE U Pa3HbIE NapOJIH;

e Jlaxxe BO BpeMs UTPBI HE CTOUT OTKJIIOYATh aHTUBUPYC. [1oKa ThI UTpaeIib, TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

@OUIIMHT MU KpaXka JUYHBIX JTaHHbBIX

OObIYHOM KpaXkel JeHeTr U TOKYMEHTOB CEroHs Y€ HUKOTO He YIUBHUIIb, HO C Pa3BUTHEM WHTEPHET-TEXHOJIOTUI 37TI0YMBIIIIIEHHUKH TEPEMECTUITUCH
B UHTEPHET, U MPOJOJDKAIOT 3aHUMAThCS «ITIOOMMBIMY JiesioM. Tak mosBUIach HOBast yrpo3a: HHTEPHET-MOIICHHUYECTBA MM (DUILUHT, T1aBHAs LENb
KOTOPOT'0 COCTOUT B MOJyYEHUH KOH(PHUACHIUATbHBIX JTaHHBIX MOJIb30BaTeNeil — JIOTMHOB U napoiieil. Ha anrnuiickom si3bike phishing untaercs kak
¢ummHr (0T fishing — psIOHas 0B, password — maposib).

OcHoBHbIE coBeThI 10 0opble ¢ GUIIMHIOM:
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o Crnenu 3a CBOUM aKKayHTOM. EciH ThI 110/103peBaellib, 4TO TBOSI aHKeTa ObljIa B3JIOMaHa, TO HEOOXOIMMO 3a0JI0KUPOBATh €€ U COOOIINUTh
aJIMHHHCTpATOpaM pecypca 00 3TOM Kak MOYKHO CKOpee;

o Hcnonp3yii 6e30macHbie BEO-CalThl, B TOM YHCIIE, HHTEPHET-MAara3nHOB M TOUCKOBBIX CUCTEM;

o Hcmonw3yii cioXkHBIE M pa3Hble napoiu. Takum oO6pa3om, eciu TeOs B3JIOMAIOT, TO 3JI0YMBIIIICHHUKH MTOJYYaT TOCTYI TOJIBKO K OTHOMY
TBOEMY IIPO(DUITIO B CETH, a HE KO BCEM;

e Ecau Te0s B310Manu, To HEOOXOJUMO MPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE JOOABIEHBI Y TEOS B APY3bSAX, O TOM, YTO TEOs
B3JIOMaJIM U, BO3MO>KHO, OT TBOET'O UIMEHHU OYZIET pacChUIaThCs ClIaM M CCHUIKU Ha (PUIIUHTOBBIC CAUTHI;

e YcranoBu HaaexHbIN maposb (PIN) Ha MoOuIBHEI TEedOH;

e OTkiIIOYM COXpaHEHHE Napois B Opaysepe;

e He oTkpbIBaii (haiinel ¥ Apyrue BIOKEHHS B MMChMaX JayKe €CIIM OHHM MPUIIUIA OT TBOMX Jpy3eil. JIydie yTouHu y HuX, OTIPaBIIsuIv JIX OHU
Tebe ATH (ailibr;

Hudposas penyranus

[{udposas penyTranus - 3T0 HeraTUBHAsI UM O3UTHBHAs HH(opMarus B ceTH o Tebe. Komnpomerupyromas nHpopmanus pa3MelleHHas B UHTEpHETe
MOJKET CEPbE3HBIM 00pa30M OTPa3UThCS HA TBOEH peanbHOH ku3HU. «LludpoBas pemyranus» - 3TO TBOKH UMUK, KOTOPBIA (OpMHUpYyeETCs U3
uHpopmanuu o Tede B MHTepHeTe. TBOE MECTO KHUTEIbCTBA, YUeObl, TBOE (PMHAHCOBOE MOJI0KEHUE, 0COOEHHOCTH XapaKTepa U PaccKasbl O OJIM3KUX —
BCE 3TO HAKAILJIMBAETCS B CETH.

MHorue nopoCTKU JETKOMBICIEHHO OTHOCSTCS K MyOJIMKaluK JU4HON nHopmanuu B IHTepHeTe, HE MOHMMAas BO3MOKHBIX nociaeAcTBUN. Thl gaxe
HE CMOJKEIIIb J0ragaThbes 0 TOM, 4To (hoTorpadus, pasmelieHHas 5 JeT Ha3aj, cTaja MIPUYMHON OTKa3a NPUHATH TeOs Ha paboTy.

KommenTapuu, pazmerienue TBoux ¢ororpaduil 1 Jpyrue 1eicTBUS MOTYT HE UCUE3HYTh JJajke IMOCIIe TOro, KaK Thl MX YAAJIUIb. Thl HE 3HAaellb, KTO
COXpaHWI 3Ty HH(OPMALIHIO, IIOMAJIA JIX OHA B TIOMCKOBBIE CUCTEMBI M COXPAaHWIIACH JIX OHA, a TJIaBHOE: YTO MOJYyMAlOT O TeOe OKpYXKaroIlee JIFOIH,
KOTOpbIE HAWAYT U YBUIAT 3T0. HaiiTu MH(OpMaIo MHOTO JIET CITYCTS] CMOXKET JIF00OH — Kak U3 T0OPbIX NOOYXKIEHUH, TaKk U ¢ HAMEPEHUEM
MPUYUHUTH Bpel. ITO MOKET OBITh KTO YTOIHO.

OcHoBHbIE cOBeTHI 10 3amKTe HU(POBOI penmyTanum:
o [lomymaii, mpexxae yeM YTO-TO MyOJMKOBATh U MepeiaBaTh y ce0s B 0J10Te WK B COIUAIBHON CEeTH;

e B nacrtpoiikax nmpoduis ycTaHOBH OrpaHUYEHHUS Ha IPOCMOTP TBOETO MPOMUIIS M €T0 COAECPKUMOTrO0, CIeail ero TOJIbKO «IJIs APY3eily;
o He pa3mermaii 1 He yka3bIBail HH(OpMAIUIO, KOTOPast MOKET KOT0-JINO0 OCKOPOIATh MIIN OOMKaTh.
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ABTOpPCKOE IIpaBo
CoBpeMeHHbIE IIKOJIPHUKHA— aKTUBHBIE MTOJIH30BaTEIN IIU(GPOBOro mpoctpancTBa. OMHAKO 1ajieKo HE BCE 3HAIOT, YTO MOJIb30BAaHUE MHOTHUMHU
BO3MOXXHOCTSIMU ITU(PPOBOTO MHpa TpeOyeT COOMIOACHHUS MTPaB Ha MHTEUIEKTYAIbHYIO COOCTBEHHOCTb.

TepMI/IH (UHTCJJICKTYaJIbHas COOCTBEHHOCTh)» OTHOCHTCS K Pa3JIMIHBIM TBOPCHUAM YCJIOBCUYCCKOI'O yMa, HaA4YMHAsA C HOBBIX H306p€T€HHI>i 1 3HAKOB,
O603HaanOIHI/IX COOCTBEHHOCTH Ha MMPOAYKTHI U YCJIIYI'U , U 3aKaHYMBasl KHUT'aMU, q)OTOFpa(bI/IﬂMI/I, KI/IHO(bI/IJ'IBMaMI/I U MY3bIKaJIbHBIMH
IMPOU3BCACHUSAMU.

ABTOpPCKHE IpaBa — 3TO [IpaBa Ha NHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BECHUS HAYKH, JINTEPATYPhI U UCKYCCTBA. ABTOPCKUE IIpaBa
BBICTYIAIOT B KaYECTBE TapaHTUU TOTO, YTO UHTEIUICKTYa IbHBIM/TBOPUECKUN TPY aBTOpa HE OYJET HAllPacHbBIM, 1aCT €My CIPaBeJINBbIC
BO3MOYKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOETO TPY/Ia, MOIyYUTh U3BECTHOCTH M Mpu3HaHue. HukTo 6e3 paspenieHust aBTopa He MOXKET
BOCIPOU3BONUTH €T0 MIPOU3BENICHUE, PACIIPOCTPAHSTD, MyOIHMYHO IEMOHCTPUPOBATH, MPOIaBaTh, UMIOPTUPOBATH, IIYCKAaTh B IPOKAT, IMyOJIUYHO
WCTIOJHATH, IIOKA3bIBATH/UCIIOIHAT B dHpe WK pazmemiats B IHTepHeTe.

Hcnonp3oBanne «mupaTcKoroy» MporpaMMHOTO 00ECIIEYeHHUST MOXKET MPUBECTH K MHOTUM PUCKAM: OT MOTEPH JIAHHBIX K TBOUM aKKayHTaM JI0
OJIOKMPOBKH TBOETO YCTPOMCTBA, T/Ie YCTAHOBIICHHBIH HE JeranbHas nporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYIIECTBYET JierajdbHbIe U
OecIIaTHBIC TIPOTPAMMBI, KOTOPBIC MOKHO HAWTH B CETH.

O noprane
| CereBrU4OK.p(h — TBOM TTIaBHBIM COBETUMK B CETH. 37IECH Thl MOXKEIIb Y3HATH O O€30MaCHOCTH B CETU MOHSTHBIM H

'8 - JOCTYIHBIM SI3bIKOM, @ IPY BOSHUKHOBEHUH KPUTHUECKON CUTYaI[MH OOpaTUTHCS 32 COBETOM.

Opranuzarop npoekra — «bior mkonsHoro Beesnaiikn» www.e-parta.ru MHpopMalinoHHO-1103HaBaTeIbHbIN TOpTaj
JUISL TIOAPOCTKOB.

ITpu nopnepxxku HIT «JIura 6e3omacHoro nuntrepueray, I'ocynapcrsennas [lyma PO u Coser ®eneparuu PO. [IpoekT nMeeT MoI0KUTEIbHOE
AKCIIEpPTHOE 3aKitoueHne MunucrepcTsa o0pazoBaHus U Hayku PO.

IlepeliTu Ha mopTaJI

pd

,W‘
CETEBMYOK

HPOBOJHHK B MHPC HHTCPHCTA
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